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Internet Ethics
Steve Matthews

Introduction

“The World Wide Web can be a wild and unruly place.” (Sophy Silver)

In the past 60 years computer technology has revolutionized the way information is 

processed, stored, distributed, and communicated. These changes have greatly 

affected myriad ways of life including especially the activities of government, com-

merce, and social life broadly construed. This essay will not attempt to cover the 

broad sweep of ethical issues raised by information and computer technology. It will 

focus on those questions within computer ethics raised by the Internet.

Having an understanding of the nature of the Internet is important to an under-

standing of the ethical issues it raises. First, the Internet requires a procedure in order 

to regulate the transmission of data. Thus a packet of information constituting part of 

an individuated communication must be tagged for effective routing from source 

address to destination. This is the role of something called the Internet protocol (IP). 

IP ensures that packets of information find their way from a host to a destination 

source across a network or networks. IP is not just a contingent aspect of the Internet, 

but a central element partly constituting or defining the Internet. Second, no single 

person, corporation, or government owns the Internet – it lacks a center – and this 

lack of central control is fundamental to understanding the advantages and freedoms 

of Internet spaces as well as the problems arising from lack of accountability. The 

Internet runs the way it does because its open architecture has been designed for the 

benefit of each of its participants. Third, the Internet links individual computers into 

networks, as well as networks to networks. As such, it is a kind of meta-network. The 

Internet is a bit more organized and controlled than this suggests, however. It has a 

shape, often compared to a river system or highway. Across its center is the backbone 

containing national networks with very large bandwidth; “adjacent” to this are 

medium-sized region-based networks, and then smaller networks serving, for exam-

ple, universities or companies. This structure should not obscure the fact that an indi-

vidual operating at a single computer terminal may have relatively unlimited access to 

much of life taking place across a large number of networks, both local and global.

Careful writers distinguish between the Internet and the World Wide Web (the 

Web). The latter we might say is an artifact of the Internet. The Web expands as more 

documents are linked together using something called a hypertext markup language 

(HTML). These hypertext-linked documents, which we know as web pages, have spe-

cial Internet addresses – .coms, .edus, .orgs, for instance – and are accessible via search 
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engines. Combined, these features provide, with extraordinary ease, access to vast 

quantities of the information, graphic content, and applications within the Web. Since 

the Web has an interactive, open, and uniform architecture, it allows people and groups 

with morally questionable motives and dispositions to get access to users within the 

Internet community. Thus, we have a technology that links the individuals and groups 

within the Web with extraordinary proficiency, providing ample means for the tech-

niques of anonymity to be exercised, and thereby the means for them to operate with 

little or no accountability. The Web opens up expansive political, commercial, social, 

and interpersonal worlds, utilizing an unfamiliar means of connection in a largely 

unregulated realm. This gives rise to a host of thorny problems in applied ethics.

New Problems?

There has been ongoing debate in computer ethics about whether the informa-

tion revolution throws up uniquely new ethical problems, or whether it generates 

mere variations on old problems (Johnson 2001; Maner 1996). There is an obvious 

and uninteresting sense in which it throws up endless new problems – no one 

hacked into people’s (nonexistent) websites in the 1950s, and so on – and so the 

important question seems to be whether the online world provides an environ-

ment for novel ethically evaluable practices. Now although online activities fail 

to give rise to new thin ethical concepts – concepts of a caliber similar to “right,” 

“good,” “ought,” and so on – it looks on the face of it defensible to think a range 

of normatively laden concepts have emerged (see thick and thin concepts). 

So, phishing – the practice of imitating a trusted online entity in order to gain 

someone’s personal information – might be such a case. Another might be the 

practice of trolling – posting inflammatory, misleading, or deceptive material to 

online sites such as blogs in order to bait others and disrupt their online activi-

ties. Do these practices raise new and unique ethical problems? Yes and no. Yes, 

because such problems only arise within online worlds. However, the sense in 

which no new ethical problem is evident is that phishing involves deception usu-

ally for monetary gain, and trolling involves the immoral delight one derives 

from making a nuisance of oneself. Another way to think of it is that computer 

technology does not give rise to practices whose ends are novel in any surprising 

way; however, the online means to those ends are very often the result of an 

imaginative new activity, and because this is the case existing legal and policy 

remedies are often insufficient to keep up.

Privacy and Anonymity

Issues of privacy (see privacy) have a pedigree going back more than 100 years, yet 

the rise of information technology, and in particular systems with the capacity to 

integrate diverse personal data, together with the Internet and its Web 2.0 function-

ality (more on this below), have significantly heightened the concerns of moral phi-

losophers, legal scholars, and policymakers (see privacy and the internet). 
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Privacy questions normally arise on two fronts: physical access and information 

availability, the latter being the central concern of computer ethicists. Regarding 

data systems two main concerns arise: illegitimate aggregation of personal data, and 

illegitimate distribution of data (both aggregated and non-aggregated) to third par-

ties (Nissenbaum 1998). In extreme cases, “global” losses of private information lead 

to cases of so-called identity theft – that is, the theft of private information to enable 

someone to impersonate another.

The problem of private information is complex since there are clear advantages to 

modern societies when information about their citizens is brought together – say, for 

the purposes of health research, or for security purposes, as when DNA information 

may be shared between agencies to identify a person strongly suspected of multiple 

heinous crimes. Thus, the privacy issue becomes one of balancing the legitimate 

welfare interests of the citizenry juxtaposed against legitimate claims of autonomy 

(see autonomy) and protection. Moral questions regarding privacy, then, reduce to 

questions about the reasons we may have for releasing and sharing personal infor-

mation (van den Hoven 1999).

A second area of concern arises with the proliferation of social networking sites, 

blogging, and other interactive aspects of the Web that have come to be known as 

Web 2.0. The Internet has moved from being a place where information is dumped 

for viewing, a static environment (Web 1.0), to a place that mimics the interactive 

offline world, a dynamic world, where persons develop and change and reveal much 

about who they are. They may publish material (blogging, wikis); they can “make 

friends” and hook up online with old friends (Facebook, Myspace, etc.); they may 

even engage in an alternative and dynamic social world in which a computer- 

generated representation (avatar) carries on the business of “real life” (the so-called 

Second Life phenomenon). In each of these cases, privacy dangers lurk because par-

ticipants are unaware that their information-sharing behavior is not as private as they 

thought, and, unlike in the offline world, this information footprint is extremely dif-

ficult to erase, and interested third parties such as marketing companies are keen to 

scoop up information gleaned from such sites for questionable purposes. Simple 

Google searches these days can often reveal a lot of mostly useless information about 

some people. This raises the real specter that future “digital dossiers” will become 

available containing a great deal of very accurate, complete, filtered, and highly read-

able personal information that would be of interest to employers, insurance assessors, 

marketers, and needless to say curious busybodies or criminals (Mooradian 2009).

The online environment also raises questions of anonymity, a concept close to, but 

not identical with, privacy. Anonymity may best be viewed as a technique which aims, 

inter alia, at securing the condition of privacy. Anonymity is typically motivated by the 

desire to express a view without retribution, to avoid the stifling effects of a hostile 

polity, to avoid being stigmatized, and so on. There are two main views in the literature 

on anonymity. Nissenbaum (1999) says that what is at stake in anonymity is not so 

much namelessness but unreachability. Anonymous online communications are made 

with the intention of making one’s point untagged with an identity, so to say, and this 

is accomplished when one is assured there can be no tracking back to the source of the 
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contribution. Wallace (1999) says anonymity is a form of nonidentifiability achieved 

when there is “noncoordinatability of traits in a given respect.” That is to say, a person 

may remain anonymous only when others are unable to bring together disparate 

pieces of information which would then publicly identify who that person is. This fits 

nicely with the idea of disaggregation of data as a condition of computer privacy.

We see the importance of anonymity not just in social online communication but 

for online political activities as well. For example, the effectiveness of an organiza-

tion such as Wikileaks, which posts online sensitive corporate and political source 

documents, depends on whistleblowers remaining anonymous in order to have the 

confidence they need to supply such material.

The Internet and Moral Identity

Underpinning a number of issues regarding the possibility of online social life are 

the constraints Web 2.0 functionality place on the kind of identity – professional or 

personal – one is enabled to project within virtual worlds. Online identities are 

 constructed differently than in offline environments. In the offline world people 

relate to each other in real time whereas the online environment of email,  Facebook, 

blogs, and so on provides users with the time needed to present their preferred 

selves. Online self-presentations are constructions that exclude almost all the 

 nonvoluntary self-disclosures ordinarily available in the flesh-and-blood world. 

Interactions offline allow in personal content that is difficult or impossible to 

 control, such as facial expressions, body language, auditory communication styles, 

or even seemingly trivial features of communication such as the tendency to 

 interrupt one’s interlocutor.

These observations have given rise to both broad and specific treatments of the 

effects online social interactions have on the human ability to create and maintain 

certain relationships. A central debate has been over the possibility of friendship or 

love online (Ben-ze’ev 2004; see friendship; love). Some argue against the possibil-

ity of online friendship because Internet communication distorts our self- 

presentations and filters out those nonvoluntary self-disclosures that are normally 

present in the offline case (Cocking and Matthews 2001; see Briggle 2008 for a 

response). The broader questions focus on social and professional relationships 

more generally, like counseling or teaching, that have hitherto relied on a concep-

tion of identity suited to the face-to-face environment.

The Internet connects people in new ways, but paradoxically it can also narrow 

the focus of one’s social interests, and this in turn has undesirable effects on the con-

struction of identity. More specifically new Web-based resources enabling the devel-

opment of narrowly focused virtual social communities encourage two effects: the 

reinforcement of negative, narrow, and insular beliefs that resist rational (or profes-

sional) scrutiny, and the encouragement to exacerbate an existing tendency toward 

polarization of views based on stereotyping and prejudice. Both of these effects have 

the tendency to mold online identities in dysfunctional ways. Mitch Parsell (2008) 

has discussed these issues at some length. The first effect, he argues, is encouraged 
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in Web 2.0 contexts in which participants form communities with a narrow focus. 

This can lead those participants to indulge in a delusional, pathological, or ulti-

mately destructive interest in an illness or way of life. The second effect is that web 

communities, like isolated cults, reinforce each other’s attitudes and prejudices and 

this leads to increased social cleavage and division. These effects, as we will see 

below, have more general application when thinking about the social epistemologies 

underpinning the Internet and political structures.

Online Effects on Political Activity

The rise of the Internet has generated significant interest in its effect on citizens’ 

abilities to engage politically. It is claimed, for example, that the Internet makes peo-

ple less subject to authority-based conventional media; numbers of easily accessible 

political information sources increase; the Internet makes provision for inchoate 

forums for political discussion, dissent, and organization; the Internet has the poten-

tial to break away from extant forms of political control; the Internet holds the 

potential for fragmentation of traditional political divisions; and the Internet pro-

vides the opportunity to engage in political processes that promote democracy (see 

democracy) in meaningful ways hitherto unavailable.

The connection between the Internet and democracy has received much atten-

tion. Cass Sunstein has been prominent here (Sunstein 2008). Sunstein emphasizes 

that in well-functioning democratic states, not only should citizens be free from 

factors restraining activities promoting the benefits of free and democratic institu-

tions – factors such as censorship – well-functioning democracies are constituted by 

a particular kind of public sphere, one which enables sufficient access to diverse 

forms of life and information, and one which thereby supports practices and institu-

tions not subject to official sanction. In this way, democratic participation can take 

place free of what he calls the power of general interest intermediaries (Sunstein 

2008: 109). To the extent that the Internet may facilitate these ends, Sunstein 

applauds, but he sounds a note of caution as well. Insofar as the Internet dweller is 

able to wall herself off from the prevailing currents of thought within the main-

stream she avoids the goods that attach to a heterogeneous society. Sunstein believes 

that in a well-functioning society its members ought to be exposed to ideas and 

practices they would not have chosen for themselves – we need to have unantici-

pated encounters – and he also thinks the members of a society ought to share a suf-

ficiently diverse range of common experiences. For many, qua Internet participants, 

neither of these effects is very common, and indeed there is evidence to suggest 

that Internet activity encourages the opposite effect given the control one has there 

and the tendency of like to gravitate toward like. (This is reminiscent of the mecha-

nisms giving rise to the excesses of private control and dysfunctional identity dis-

cussed earlier.)

Sunstein also points to an interesting effect of Internet communication on 

social epistemology, a point bearing directly on the question of online democratic 

institutions. He begins with the familiar idea that individuals desire to be 
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 favourably viewed by others within the groups they belong to. One effect of this is 

that individuals will gravitate toward groups with similar interests and beliefs, and 

the consequent reinforcement of these interests and beliefs will tend toward con-

solidation of group views, particularly as the members distinguish these views 

from those of other opposing groups. But Sunstein adds an important addition to 

this phenomenon:

[A]fter deliberating with one another, people are likely to move toward a more extreme 

point in the direction to which they were previously inclined, as indicated by the median 

of their predeliberation judgements. With respect to the Internet, the implication is that 

groups of people, especially if they are like-minded, will end up thinking the same 

thing that they thought before – but in more extreme form. (2008: 99)

Polarization of views within and between groups typically occurs in relation to hot 

button political issues such as gun control, abortion, and issues of race. The central 

point here is that the Internet provides a pretty good environment in which group 

polarization takes hold. Time will tell, but at this point it is certainly the case that 

forms of hate speech, marginal and extreme subcultures, terrorist networks, and 

other forces that tend to work against democratic forms of life are receiving the oxy-

gen they need to develop and proliferate.

Online Trust

Trust (see trust) is a key value in both social and commercial environments, and its 

centrality becomes evident when it breaks down or when such “social capital” runs 

low. The importance of trust is typically seen in personal relationships such as 

friendship, but of course it figures in a range of other personal relationships that are 

part of the glue holding together a well-functioning community, or state. The online 

world, it has been observed, presents special challenges to designers of systems, 

online businesses, and online actors, insofar as trust is concerned. It seems, as 

 Weckert (2005: 95) has noticed, that online life contains both too much trust – 

as when we transfer our ordinary offline trusting attitudes to the “wild and unruly” 

Web – and too little trust – as when we fail to transfer our trusting attitudes online 

given the lack of a set of conditions necessary to properly ground those attitudes. In 

the former case, much harm can be done by hoaxers, fraudsters, and other online 

criminals who take advantage of trusting participants, and, in the latter case, indi-

rect costs emerge, particularly within e-commerce, from the lack of a willingness of 

economic actors to engage there, and, moreover, from the extensive transaction 

costs needed to facilitate reliability, such as the hardware and software infrastructure 

required to make online participation safe. Practices including monitoring, surveil-

lance, the use of encryption, authentication keys, and other security measures are 

expensive and must substitute for trusted participation in order to ensure online 

cooperation. The problem is particularly thorny when transactions go beyond local-

ized networks, and where the World Wide Web makes available the possibility of 



7

cross-cultural business activities where few shared norms are present in which trust 

might take a foothold. Weckert’s suggestion for dealing with the problem of online 

trust derives from an idea of William James: the thought is that trust may emerge if 

we “take a leap in the dark.” Weckert (2005: 113) writes: “Choosing to act as if I trust 

can lead to trust. Trust can emerge when I choose to take risks … If then, the online 

environment is such that it is conducive to people taking risks, genuine trust can 

emerge. Those on-line will see others as trustworthy.”

Copyright Issues

An ethical-cum-legal issue receiving much attention is the infringement of the per-

ceived rights individuals and groups have to own and control works of various 

sorts – reference works (encyclopedias, textbooks, dictionaries, atlases, recipe books, 

etc.), singularly authored materials (novels, essays, academic papers, opinion pieces, 

etc.), and works of entertainment (music, movies, videogames, etc.) (see intellec-

tual property). The movement from analogue reproduction of media to digital, 

combined with the open architecture of the Internet, enables rapid copying and dis-

tribution of virtually any digital media product at very little cost. A practical prob-

lem for compliance monitoring is that these copyrighted products, as digital media, 

are in a sense invisible, and are able to be copied in large quantities and moved 

around the world in an instant. Those who download these products do not view 

their activities as stealing but, more typically, as “sharing with a friend.” One ethical 

question raised here concerns the level of wrong we attach to individual acts of cop-

ying, but another, more significant general question concerns the value of the works, 

their cultural significance, and the effects of restricting their reproduction and 

 distribution.

Some argue that individual acts of copying a digital work should not be thought 

the same as stealing material property. This view is perhaps the product of the fol-

lowing argument: when I steal your television set, I have a television set, and you 

no longer have a television set, and so clearly I have harmed you; there is a net loss 

to you, the owner of the television. However, if I copy from your optical disk the 

digital information for the film contained on it, then I now have a copy of this 

film, and you still have a copy of this film. There is now no net loss to you, and a 

net gain to me. You are only disadvantaged in a case where my unauthorized cop-

ying activity involves loss of money you would have recouped were you to hold 

some licensing control over this work; in this case you would have forgone a loss 

in possible profit. This loss of a profit opportunity has to be balanced against the 

fact that in copying this film its intellectual content thereby reaches further into 

the culture. Legal disputes over copying typically play out as civil proceedings, 

rather than criminal proceedings (the appropriate place for theft of material prod-

ucts such as television sets), and this does suggest it is somewhat hasty to conclude 

that these copyright issues raise questions of stealing akin to the television case.

The problematic case considered above involved unauthorized copying. But that 

of course simply presupposes we have settled the moral issue. This cannot be 
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assumed. One writer who has challenged the status quo is Richard Stallman (2002), 

particularly in work done on the question of copyright over software, though he 

extends his arguments to digital media more generally. His view is that these ques-

tions should be decided in the public interest, and set against a context of radical 

change in the mode of publishing to what will be in the future predominantly elec-

tronic publishing. Currently, copyright laws favor corporate entities, he argues, not 

the creative producers of the works in question, such as musicians who typically 

receive around 4 percent of a published item.

The Future

The Internet is now video-linked and mobile (not PC-dependent), a change that has 

occurred rapidly. In the future computer technology will become embedded into the 

material infrastructure of our towns and cities through such technologies as radio 

frequency identification and nanotechnology. Just around the corner is Web 3.0, the 

so-called Semantic Web, with applications allowing more functionality that will 

“understand” more sophisticated locutionary inputs in terms of meaning, gram-

matical rules, and inference rules. Bold claims are now being made that our interac-

tions with network sites will mimic an understanding and intelligence hitherto 

unimagined. We will talk to the agents embedded in rooms, cars, lifts, computers, 

and household appliances, and they will respond. They will “embody” these items 

directly or will manifest as holographic images in order to deliver mundane func-

tional information or provide a new quality to our work and social environments. 

Some of the interactive technologies embedded in these physical spaces will be invis-

ible, and so we will come to take their agential dimensions for granted – we will 

irresistibly adopt the intentional stance toward such things as our washing machines, 

toasters, and vacuum cleaners. Many of the web applications we now have – email, 

Google, Facebook – were never planned for when in 1969 the first “rail sleepers” for 

the Internet were laid down. Extrapolating, what we can confidently predict are the 

many unpredictable further future applications. But we can imagine some general 

trends. For example, we can imagine biomedical applications in which machine 

parts merge with parts of flesh to support or even enhance function, all monitored 

remotely. We can even imagine radio-enabled neurological implants that link to the 

Web itself. These developments bring with them a host of new problems in applied 

ethics. How should we respond ethically to the agential features of these technolo-

gies? What effects on digital democracy will we see? And what are the implications 

for issues in relation to surveillance, trust, and privacy? Above all, fundamental 

questions will come to be raised about the effects these technologies will have on 

character and identity, of the people we will become as users and objects within these 

new systems.

See also: autonomy; democracy; friendship; intellectual property; love; 

privacy; privacy and the internet; thick and thin concepts; trust



9

REFERENCES

Ben-ze’ev, Aaron 2004. Love Online: Emotions on the Internet. Cambridge: Cambridge 

University Press.

Briggle, Adam 2008. “Real Friends: How the Internet Can Foster Friendship,” Ethics and 

Information Technology, vol. 10, no. 1, pp. 71–9.

Cocking, D., and S. Matthews 2001. “Unreal Friends,” Ethics and Information Technology, vol. 

2, no. 4, pp. 223–31.

Johnson, Deborah 2001. Computer Ethics, 3rd ed. Upper Saddle River, NJ: Prentice Hall.

Maner, W. 1996. “Unique Ethical Problems in Information Technology,” in T. Bynum and 

S. Rogerson (eds.), Science and Engineering Ethics (special issue on global information 

ethics), vol. 2, no. 2, pp. 137–54.

Mooradian, Norman 2009. “The Importance of Privacy Revisited,” Ethics and Information 

Technology, vol. 11, no. 3, pp. 163–74.

Nissenbaum, H. 1998. “Protecting Privacy in an Information Age: The Problem of Privacy in 

Public,” Law and Philosophy, vol. 17, pp. 559–96.

Nissenbaum, H. 1999. “The Meaning of Anonymity in an Information Age,” The Information 

Society, vol. 15, pp. 141–4.

Parsell, Mitch 2008. “Pernicious Virtual Communities: Identity, Polarization and the Web 

2.0,” Ethics and Information Technology, vol. 10, no. 1, pp. 41–56.

Stallman, Richard M. 2002. “Why Software Should Be Free,” in Free Software, Free Society: 

Selected Essays of Richard M. Stallman. Boston: GNU Press, pp. 121–34.

Sunstein, Cass 2008. “Democracy and the Internet,” in Jeroen van den Hoven and John 

Weckert (eds.), Information Technology and Moral Philosophy. Cambridge: Cambridge 

University Press, pp. 93–110.

van den Hoven, M. J. 1999. “Privacy and the Varieties of Informational Wrongdoing,” 

Australian Journal of Professional and Applied Ethics, vol. 1, no. 1, pp. 30–4.

Wallace, Kathleen A. 1999. “Anonymity,” Ethics and Information Technology, vol. 1, no. 1, 

pp. 23–35.

Weckert, John 2005. “Trust in Cyberspace,” in Robert J. Cavalier (ed.), The Impact of the 

Internet on our Moral Lives. Albany: State University of New York Press, pp. 95–117.

FURTHER READINGS

Cavalier, R. (ed.) 2005. The Impact of the Internet on Our Moral Lives. Albany: State University 

of New York Press.

Floridi, L. 1999. “Information Ethics: On the Theoretical Foundations of Computer Ethics,” 

Ethics and Information Technology, vol. 1, no. 1, pp. 37–56.

Floridi, L. (ed.) 2010. The Cambridge Handbook of Information and Computer Ethics. 

Cambridge: Cambridge University Press.

Garson, G. David 1995. Computer Technology and Social Issues. Hershey, PA: IGI Global.

Graham, G. 1999. The Internet: A Philosophical Inquiry. London: Routledge.

Himma, Kenneth E., and Herman T. Tavani (eds.) 2008. The Handbook of Information and 

Computer Ethics. Hoboken, NJ: John Wiley & Sons, Inc.

Introna, L. 1997. “Privacy and the Computer: Why We Need Privacy in the Information 

Society,” Metaphilosophy, vol. 28, no. 3, pp. 259–75.



10

Moor, James H. 1985. “What Is Computer Ethics?,” Metaphilosophy, vol. 16, no. 4, 

pp. 266–75.

Moor, James H., and Terrell Ward Bynum 2003. Cyberphilosophy: The Intersection of 

Computing and Philosophy. Oxford: Wiley-Blackwell.

Spinello, Richard A., and Herman T. Tavani (eds.) 2004. Readings in Cyberethics. Sudbury, 

MA: Jones & Bartlett.

Sunstein, Cass 2001. Republic.com. Princeton: Princeton University Press.

Sunstein, Cass 2007. Republic.com 2.0. Princeton: Princeton University Press.

Tavani, Herman T. 2002. “The Uniqueness Debate in Computer Ethics: What Exactly Is 

at Issue and Why Does It Matter?,” Ethics and Information Technology, vol. 4, no. 1, 

pp. 37–54.

Tavani, Herman, T. 2010. Ethics and Technology: Ethical Issues in an Age of Information and 

Communication Technology, 3rd ed. Hoboken, NJ: John Wiley & Sons, Inc.

van den Hoven, J., and J. Weckert (eds.) 2008. Information Technology and Moral Philosophy. 

Cambridge: Cambridge University Press.

Weckert, John (ed.) 2007. Computer Ethics. Brookfield, VT: Ashgate.




